NHOOPMAIIMOHHASA TAMSATKA
JJIA OBYUYAIOIUXCA AJIA PASMEIEHUA
HA O©PUIIUAJIBHBIX THTEPHET-PECYPCAX

C xaXJIpIM TOJIOM MOJIOZEKH B HHTEPHETE CTAHOBUTHCS OOJIbIIIE,  IIKOJIBHUKH OJTHU U3 CaMBIX
AaKTHBHBIX IT0JIb30BaTenel Pynera. Mexay TeM, TIOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECET U MPOoOIeMbl. JTa ma-MATKa J0JDKHA IOMOYb Tebe 6e301acHo
HaxOJIUTHCS B CETH.

KomnbrorepHbie BUpPYyChI

KommbroTepHsiil BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOTPAMM, OTIIHYUTEIEHOM
0COOEHHOCTBIO KOTOPOM SBJIETCS CHOCOOHOCTh K pa3MHOXKEHUIO. B onosHeHne K 3ToMy,
BHUPYCHI MOTYT MOBPEIUTH UM MOTHOCTHIO YHUUYTOXKUTH BCE (DAMIIBI M TaHHEIE,
MOJAKOHTPOJIbHBIE MI0JIb30BATENI0, OT UMEHH KOTOPOTO ObLIa 3aIlylleHa 3apakeHHasi IporpaMma,
a TaK)Ke MOBPEAUTH HIIA JAXKE YHUUTOKUTH OTEPAIMOHHYIO CUCTEMY CO BCeMH (ailiiamu B
1enoM. B 6obIInHCTBE CilydaeB pacpOCTPaHsIOTCS BUPYChl Yepe3 UHTEPHET.

MeTop!l 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Mcnionp3yi COBpEMEHHbBIE OTIEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3aIUThI
OT BPEIOHOCHBIX TIPOTPAMM;

2. IlocTosiHHO ycTaHaBIMBal nayTH (LKU(POBBIE 3aIUTATKH, KOTOPhIE aBTOMAaTHYECKH
YCTaHaBIIMBAIOTCA C LENbI0 10pabOTKU POTrpaMMbl) U Ipyrue 0OHOBIIEHUS CBOEH
omnepaoHHOM cucteMbl. CkaunBail UX TOJILKO ¢ 0HUITMaTBLHO-TO caiiTta pazpadotunka OC.
Ecnu cymecTtByeT pexxuM aBTOMaTU4ECKOro OOHOBJICHHMSI, BKIIIOUH €T0;

3. PabGoTaii Ha CBOEM KOMITBIOTEPE O] TIPaBaMH MOJIb30BATEINS, @ HE aIMUHHUCTpATOpa. ITO HE
MO3BOJIUT OOJIBLIIMHCTBY BPEIOHOCHBIX IPOTPaMM HHCTAJIMPOBATHCS HA TBOEM IEPCOHATILHOM
KOMIIBIOTEPE;

4. Mcnionp3yil aHTUBUPYCHBIE TPOTPAMMHBIE TTPOAYKTHI U3BECTHBIX MTPOU3BOAUTENEH, C
ABTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannub GpU3NYECKUN JOCTYIl K KOMIIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Mcnonb3yii BHENIHME HOCUTEIM HH(POPMAIIUK, TaKUE Kak (Iiernka, Tuck uiu Gaia u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkpbIBaii KOMITBIOTEPHBIC (DalJIbI, TOTYyYECHHBIE U3 HEHAJICKHBIX UCTOYHUKOB. J[ake Te
(aiinbl, KOTOpbIE MpUcIal TBOM 3HAKOMBII. Jlydllle yTouHH y HEro, OTIpaBIsl U OH Tebe ux.

Cern WI-FI

Wi-Fi - 910 He Bu/ niepeiauu TaHHBIX, HE TEXHOJIOTHsA, a BCETO JIHIIb Open, Mapka. Eme B 1991
roJly HUJepiaHJcKas KoMmnanus 3apeructpupoBana opens "WECA", uro o6o3Hauano
cinoBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcs kKak "O6ecrnpoBogHAst TOYHOCTB .
Jlo Hariero BpeMeHHU JIollIa apyras ab0peBuarypa, KoTopas SBISETCS TaAKOU e TEXHOJIOTUEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHJAapT BBICIIEH
3BykoBoi TexHuku Hi-Fi, uTo B nmepeBosie 03HauaeT "BbICOKAst TOUHOCTh .

Jla, GecriiaTHBIN HHTEPHET-AOCTYI B Kade, OTeNsAX U adponopTax SBISETCS OTIMIYHOM
BO3MO’KHOCTBIO BBIXOJIa B MHTepHET. Ho MHOTHE 3KCIIepThl CUMTAIOT, 4TO o0menocTynHbie Wi-
Fi cetn He sBusiroTcst 6€30MaCHBIMU.

CoBeTblI 110 0€30MacHOCTH paboOTHI B 00IIeA0CTYTHBIX ceTsx Wi-fi:

1. He mepenasaii cBoro nuunHyto nHbopMaliuio yepes odmenocrynusie Wi-Fi ce-tu. PaGoras B
HUX, JKeJIaTeIbHO HE BBOAUTH MAPOJIH JOCTYIIA, JJOTHHBI U KaKWe-TO HOMEPA;

2. Vcnionb3yit U 0OHOBIISAM aHTUBUPYCHBIE TIPOTpaMMBbI U OpaHamayep. Tem cambIM Thl
oOe3omacuib cedst OT 3aKaYKH BUpPYCa Ha TBOE YCTPOUCTBO;



3. IIpu ucnonb3oBannu Wi-Fi otkimroun Gynkimio "O0muit goctyn K ¢daitnam u npuaTepam".
JlanHasi GyHKIUS 3aKphITa [0 YMOJTYAHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €€
JUIs y1oOCTBA UCIIOJIB30BaHMSI B paboTe wiun yueoe;

4. He ucnone3yit myoanunsiii WI-FI u1s nepeaaun TMUHBIX 1aHHBIX, HAIPUMED Ul BBIXOJA B
COLIMAJIbHBIC CETH WM B 3JICKTPOHHYIO I1OYTY;

5. Ucnonb3yit Tonpko 3ammiieHHoe coequaenue yepe3s HTTPS, a ae HTTP, 1.e. npu HaGope
BeO-apeca BBou uMeHHO "https://";

6. B MoOunsHOM Tenedone otroun ¢pynknuio "I[logxmrodenue k Wi-Fi aBToma-tuuecku". He
JOITyCKai aBTOMATHYECKOTO MOJIKII0UEHHs yeTporcTBa K ceTsim Wi-Fi 6e3 TBoero cornacwusi.

CounajnHble ceTH

ConuanbHble CeTH aKTUBHO BXOJST B Hally )KM3Hb, MHOTHE JIOAU pabOTAIOT U )KUBYT TaM
nocrosinHo, a B Facebook yke 3apernctpupoBan MIIIITHAP/T YETOBEK, YTO SIBJISIETCS OJTHOU
celIbMOM Bcex uTelied TuiaHeTsl. MHOTHE MoIp30BaTeny He MOHUMAIOT, YTO HH(popMaLus,
pa3MelieHHasi MU B COLIMATIbHBIX CETAX, MOXET ObITh HalJIeHa U UCIOJIb30BaHa KEM YrOJIHO, B
TOM 4HCJIe HEe 0043aTeNbHO C OJIaruMU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COI[UAIbHBIX CETAX:

1. Orpannyb ciucok Apy3eil. Y Te0st B Ipy3bsiX HE TOKHO OBITh CIy4allHbIX U HE3HAKOMBIX
JTIOEH;

2. 3amuiail cBOo YacTHYIO *Hu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKJIEHUS U IPYTYIO JIUUHYIO HHPOPMAUIO. 37I0YMBIIUIEHHUKA MOTYT UCIIOJIb30BaTh JaXKe
nH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN IUIAHUPYETE MPOBECTH KaHUKYJIBI;

3. 3amuiai CBOIO PEIyTaIiio - IEPKH €€ B UNCTOTE | 3a7aBail cebe BOMpOoC: XOTel ObI ThI,
9YTOOBI Jpyrye MoJIb30BaTeIN BUAETH, YTO ThI 3arpyxaems? [logymaii, mpexe ueM 4To-To
OMyOJIMKOBAaTh, HAMKCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHIIB C JIIOJIbMU, KOTOPBIX HE 3HACIIb, HE HUCTOJIb3YH CBOE peaIbHOE UM U
JPYTyIo JIUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpouee;

5. N36eraii pazmemenus Gororpaduii B THTEpHETE, T/I€ THI M300pa)K€H Ha MECTHOCTH, 10
KOTOPOM MOYHO OIPEAEIIUTh TBOE€ MECTOTIOJIOKEHHUE;

6. [Ipu peructpaiyu B COIMAILHOM ceTH He0OXO0MMO HCII0JIb30BATh CI0XKHBIE TAPOJIH,
cocrosimue u3 OyKB ¥ LUQP U C KOJTUIECTBOM 3HAKOB HE MeHee §;

7. s couranbHOM ceTH, MOYTHI U IPYrUX CAaTOB HEOOXOIMMO HCIIOJIb30BAaTh pa3HbIe MAPOIIH.
Torga ecnu Te0s B3IOMAIOT, TO 3JI0yMBIILIEHHUKY TOY-aT JOCTYI TOJBKO K OJTHOMY MECTY, a
HE BO BCE cpa3y.

DJIeKTPOHHBbIE IeHbI' |

DNEeKTPOHHBIE JEHBIH - 3TO OUYEHb YA0OHBIH cr1oco0 IuaTexei, 0JHaKO CYIEeCTBYIOT
MOUIICHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TU JCHBTH.

DNEeKTPOHHBIE JEHBI'H MOSIBUJIUCh COBCEM HEIABHO M MIMEHHO M3-3a 3TOI'0 BO MHOTMX
rocyJapcTBax /10 CHX IOpP He MPOMUCAHO NMPO HUX B 3aKOHAX.

B Poccun sxe oHH GYHKIIMOHUPYIOT U O HUX yX€ NPONUCAHO B 3aKOHE, TJIe UX Pa3/eisioT Ha
HECKOJIbKO BHU/IOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3perIaercs IpOBOAUTE oNepaluy 0e3 UIeHTU(UKAIIMH TT0JIb30BaTeNs, a B
HEaHOHUMHBIX UIEHTHU(PUKALNS OJIB30BATENS SABIISIETCS 003aTeIbHOM.

Takke crneayer pa3nuuarh 3IEKTPOHHbIC (HUATHBIC ACHBIH (PABHBI TOCY-apPCTBEHHBIM BaTIOTaM)
U JIEKTPOHHbIE He(puaTHbIE JEHbIH (HE paBHBI TOCY/1aPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ IEKTPOHHBIMU JICHbIaMHU:

1. ITpuBsiku K cueTy MOOUIIBHBIN TenedoH. ITo camblil yI0OHBIHN U OBICTPBIN CIIOCOO
BOCCTAHOBMTB JIOCTYI K c4eTy. [IpuBsi3aHHbIi TeneoH MoMOXKeT, eciiu 3a0y/ens CBOM
TUTaTEXKHBIHM MapoJib WIK 3aii/IelIb Ha CAlT ¢ HE3HAKOMOT'O YCTPOUCTBA;



2. Wcnonb3yit ogHopasoBbie napoiu. [locie nepexoa Ha yCHIICHHYIO aBTOPHU3ALIMIO TEOE yiKe
He OyJeT yrpoXkarb OIaCHOCTh KPayKu MJIH MEpPeXBaTa IIaTeKHOTO MapoJis;

3. BeiOepu cioxHbIii napois. [IpectynHukam OyaeT He MPOCTO YrajaaTh CIOXKHBIN Mapoib.
HanexHble mapoiu - 3T0 MapoJin, KOTOPBIE COACP)KaT He MeHee 8§ 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE M TPONUCHBIE OYKBBI, IU(PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK JOJIIapa,
¢yHTa, BOCKIMIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIE JJAaHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIEILb.

DJIeKTPOHHAA MOYTA

DNeKTpOHHAs NOYTa - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIYTU IO MEPECHLIKE U
MIOJIyYEHUIO AJIEKTPOHHBIX COOOLIEHHM, KOTOpPBIE pacTIpeAesSoTCs B KOMIIBIOTEPHON CETH.
OOBIYHO HIIEKTPOHHBIN MOYTOBBIN SIMIUK BBITIJIAIUT CIEIYIONIUM 00pa3oM:
UMs_TI0JIb30BaTENsI(@UMsL_ToMeHa. Takxke KpoMe nepeaayd IpoCcToro TeKCTa, UMEeTCs
BO3MOXHOCTb TlepeiaBaTh (ailsibl.

OcHOBHBIE COBETHI 10 6€30TaCHOM PadboTe C ANEKTPOHHON MOYTOM:

1. Hano BbIOpaTh NpaBUiIbHBINA MOYTOBBIN cepBHUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIyUIllEe J0BEPSATh TEM, KOTO 3HAEUIb U KTO NEPBHIN B
pEeNTHHrE;

2. He ykaspiBail B 1nyHON nouTe IMYHYt0 nHpopmanuio. Hampumep, syure BpiOparh
"My3bIKaJIbHBIN _(paHaTt@" wiu "pok2013" BmecTo "Temal3";

3. Mcnonp3y# ABYX3TAaHYO aBTOPU3ALMIO. DTO KOT'/Ia IOMUMO NapoJis Hy’KHO BBOJUTH KO/,
MpuchUIaeMbIid 0 SMS;

4. Be1bepu CJI0KHBIN TapoJb. J[J1s KaK10ro IOYTOBOTO SITUKA JTOJKEH OBITh CBOW HAJIC)KHBIM,
YCTOWYHUBBIN K B3JIOMY MapOJIib;

5. Eciii ecTh BOBMOKHOCTh HallMCaTh CaMOMY CBOM JIMYHBIA BOIPOC, UCHOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBblil 1711 4aCTHOM MEPENUCKH C aJpecaTamMu,
KOTOPBIM ThI IOBEPSCIIb. ITO JIEKTPOHHBIN aIpec HE HAJ0 MCIIOJIb30BATh IIPU PETUCTPALIMHN HA
dbopymax u caiftax;

7. He otkpsiBaii ¢ailsibl 1 qpyrue BIOKEHUS B MHChbMaX, Aa)Ke €CIIM OHH MPUIILIU OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTHPABIISIIM JTU OHU TeOe 3TH (paiiisl;

8. [locne okoHyaHus pabOTHI Ha IOYTOBOM CEpBUCE MEPE]] 3aKPHITUEM BKIIAJIKU C CATOM He
3a0yap HakaTh Ha "BeiidTu".

KubepOy/uIMHT MM BUPTYaJIbHOE U31€BATEIbCTBO

KubepOymiauHr - mpecienoBaHue COOOUIEHUSIMU, COAECPKAIUMU OCKOPOJIEHUS, arpECCHIO,
3alyruBaHKe; XyJIUTaHCTBO; COLMaIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IUYHBIX UHTEPHET -
CEPBHUCOB.

OcHoBHBIE COBETHI 110 60pbOE ¢ KHOEPOYILITUHTOM:

1. He 6pocaiics B 60ii. JIydimuii crioco6: mocoBeTOBaTHCS Kak ce0st BECTH U, €CJIU HET TOTO, K
KOMY MOHO 0OpaTHThCs, TO BHaYalIe YCIIOKOUThCS. Ecnu Thl HauHeNb 0TBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO eIle OOJIbIIIe Pa30KKENb KOHMIUKT;

2. Ympasisiii cBoelt kubeppernyranuei;

3. AHOHUMHOCTG B ceTd MHUMas1. CyIIeCTBYIOT CIIOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTrout BecTH XyTUTaHCKHUI 00pa3 BUPTyaabHOU *KU3HU. THTepHET PUKCUpPYET BCe TBOU
JEUCTBUS M COXpaHSIET UX. Y TAIUTh UX OyJIeT KpailHe 3aTpyIHUTENbHO;

5. Cobmrofiait CBOIO BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. UrHopupyii enuHIYHBIN HeraTuB. OAHOPA30BbIE OCKOPOUTETHHBIE COOOIIEHNUS JTyUIIIe
urHopupoBaTh. OOBIUHO arpeccus MpeKpaiaeTcsi Ha Ha4aabHOUW CTaaNH;



7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COTIMATBHBIX CETIX
€CTh BO3MOYKHOCTh OJIOKMPOBKH OTIIPABKH COOOILEHH € ONPENeICHHBIX a/IPECOB;

8. Eciu TbI cBUAETEND KNOEPOYIUIMHTa. TBOM AEHCTBUSA: BBICTYIIUTH IPOTHUB IPECIIE0BATEN,
[I0KA3aTh €MY, YTO €r0 JACUCTBUS OLICHUBAIOTCS HETAaTUBHO, IIOAJIEPKATH )KEPTBY, KOTOPOH
HY)XHAa IICUXOJIOTUYCCKasA NIOMOIIb, COO6H_[I/ITL B3POCJIBIM O (baKTe arp€CCUBHOTO IMOBCICHUS B
CETH.

MoouibHblii TesedoH

CoBpemeHHble cMapT(OHBI U TUIAHIIETHI COAEPkKAT B ce0e BIOJHE B3pOCIbI (PyHKIIMOHAM, U
TeNepb OHU MOT'YT KOHKYpUPOBATh CO CTallMOHAPHBIMU KOMIIbloTepaMu. O/IHAaKO, CPECTB
3alUTHI JUI TOJAOOHBIX YCTPOIMCTB MOKa 04eHb Maso. TecTupoBaHUE U MOUCK YA3BUMOCTEH B
HUX ITPOUCXOJIUT HE TaK MHTEHCUBHO, Kak Juis 1K, To jxe camoe kacaercss 1 MOOMIIbHBIX
MIPUIIOKEHHHN.

CoBpemeHHbIe MOOMIIbHBIE Opay3ephl YK€ MPaKTUYECKH TOTHAJIU HACTOJIbHBIE aHAJIOTH, OTHAKO
pacmupenue GyHKIIMOHAIA BJIEUET 3a COO0M OOJBIITYIO CIOKHOCTh U MEHBIIYIO 3aITUIIIEHHOCTD.
Jlaneko He Bce MPOU3BOANUTENH BbITYCKAIOT OOHOBJICHHUS, 3aKPbIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JJISl CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JJIs1 6€30TaCHOCTH MOOMIIBHOTO Telle(hoHa:

Huyero He siBrsieTcst mo-HacToseMy oecriaTHbIM. byab ocToposkeH, Beab Korjaa Tede
MpeJUIararoT OEeCIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHETO TUIATHBIE YCIYTH,
Hymaii, npexzae yem otupaButh SMS, ¢oTo i Buaeo. Tol TOUHO 3HaelIb, e OHU OyIyT B
KOHEYHOM UTOTre?

Heo6xomumMo 0OHOBIISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO CMapT(hOHA;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsI MOOMJTIBHBIX TeNle()OHOB;

He 3arpyxaii mpuiio>xeHust OT HEM3BECTHOTO UCTOYHHKA, BEIb OHU MOTYT COJEPKaTh
BpPEOHOCHOE MPOTpaMMHOE 00eCrieYeHUE;

[Tocne Toro Kak ThI BRIMACIIB C CaliTa, TJIe BBOIWI JUYHYIO HH(OPMAITUIO, 3211 B HACTPOUKH
Opay3epa u ynanu cookies;

[lepuoauuecku npoBepsii, Kakue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEpE;

JaBaii cBoii HOMep MOOMJIBHOTO Tesne(oHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEPSCIIb;

Bluetooth nomxen ObITh BBIKIIIOUEH, KOTJa Thl UM HE ToJib3yelibes. He 3a0biBail nnorna
MIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHBIE, 3aXBaThIBAIOILNE Pa3BICUeHUs, 00bEIUHSIONINE
COTHHU ThICAY YEJIOBEK 10 BceMy MUpPY. Irpoku ucciaenytoT JaHHbIH UM MUp, 00LIat0TCs APYT ©
JPYrOM, BBIIOJIHAIOT 3a/1aHNUs, CPAXKaAIOTCsl C MOHCTPAMHU U IIOJIy4aloT OMBIT. 3@ YA0BOJIbCTBUE
OHH IUIATAT: MOKYNAIOT JHUCK, OIUIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OILIKH.
Bce 3Tu cpeacTBa uayT Ha nojJiepKaHue U pa3BUTHE UTPHI, @ TAKXKE HA caMy 0€30MacCHOCTb:
COBEpILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIUH, BBIITYCKAIOTCS HOBBIE aTuy (LIU(POBBIE 3aINIATKH
JUIsL IPOTPaMM), 3aKpbIBAtOTCA yA3BUMOCTH CEPBEPOB.

B no100HBIX UIpax CTOUT ONacaThCsl HE CTOJIBKO CBOUX CONIEPHUKOB, CKOJIBKO KPasku TBOETO
napoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIMU OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOTO AKKAyHTA:

1. Eciu npyroit urpoxk BezeT cedsl II0X0 WK co3aeT TeOe HeMPHUsATHOCTH, 3a0JI0KUpYil ero B
CIIUCKE UT'POKOB;

2. Tloxanyiics agMUHUCTPATOPaM UrPbl Ha II0XOE MOBEIEHUE 3TOTO UIPOKA, KEJIATEIHHO
MIPUJIOKUTH KAKHUE-TO J0KA3aTENbCTBA B BUJIE CKPUHOB;

3. He ykasbiBaii TMuHYI0 HHPOPMALUIO B Tipodaiiie urpsl;



4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii Heo(pUIIMATBHBIC TATYU H MOJIBI;

6. Vcroib3yil ClI0>KHBIE U pa3HbIE [1apOJIH;

7. Jlaxe BO BpeMs UI'Pbl HE CTOUT OTKIKOYaTh aHTUBUpPYC. [I0Ka ThI Urpaemb, TBOM KOMIIBIOTED
MOT'YT 3apa3uTh.

OUIIMHT WIN Kpaka IUIHbIX JaHHBbIX

OOBIUHOM Kpaskel JIeHeT U IOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIUBUIIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JI0YMBIIIJICHHUKH IEPEMECTUIINCH B UHTEPHET, U MTPOJAOIDKAIOT
3aHUMAThCA "MIOOMMBIM" IEJIOM.

Tak mosiBMIIack HOBast yrpo3a: MHTEPHET-MOIIEHHUYECTBA WK (DUILIKHT, TIaBHAS Ie]Tb KOTOPOTO
COCTOHT B MOJIy4eHHN KOH(PHUICHIINATBHBIX JaHHBIX ITOJIB30BaTelNeH - JOTHHOB | napoJieii. Ha
aHrnuickoM s3bike phishing yutaercs kak ¢pumuHr (ot fishing - peiOHas noBis, password -
apoJib).

OcHOBHBIE COBETHI 110 60PHOE C PUIIMHIOM:

1. Cnequ 3a cBouM akkayHTOM. Eciu ThI o103peBaeliib, 4YTo TBOSI aHKETa Obljla B3JI0MaHa, TO
He00X0IMMO 3a0JI0KHUPOBAThH €€ U COOOIINUTH aAMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO
CKoOpee;

2. Wcnonb3yi Ge30macHbie Be0-CalThl, B TOM YHCJIe, NHTEPHET-Mara3nHoOB U TOMCKOBBIX CHCTEM;
3. Vcnionp3yi CIOXKHBIE U pa3HbIe TTapoJid. Takum 00pa3om, eciii TeOs B3JIOMAIOT, TO
3TIOYMBITIIEHHUKH TIOJTYYaT JOCTYI TOJBKO K OJTHOMY TBOEMY MPOMHUITIO B CETH, 8 HE KO BCEM;
4. Ecnu Te6s B370Maiu, TO HEOOX0IMMO MPEIYNPENUTh BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
N00aBJICHBI y T€OS B IPY3bSIX, O TOM, UTO T€OS B3JIOMaJIM W, BO3MOKHO, OT TBOETO UMEHH OyJieT
paccbUIaThCs CliaM U CChUIKU Ha (PUIIUHTOBBIE CAlTHI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOubHBIM TenedoH;

6. OTKII0YM COXpaHEHHE TapoJIs B Opaysepe;

7. He oTkpeiBaii (haitsiel v Ipyrue BIOKEHHS B TMChMAaX, J1a)Ke €CJTM OHU MPHIILIIN OT TBOUX
npysei. Jydie yrouyHu y HUX, OTIIPABIISUIN JIM OHU TeOe 3Th (paii-Jibl.

udposasi penyrauus

udposas penyraius - 370 HEraTUBHAS WM NO3UTUBHAs HUH(OpMALIHs B CETH O Tebe.
Kommnpomerupytomias uHpopmanus, pasMelieHHas B MHTEPHETE, MOKET CEpPbe3HbIM 00pa3oM
OTpPa3uThCs Ha TBOEH peanbHOM sku3HU. "LludpoBas permyramnus" - 3T0 TBOH UMUK, KOTOPBIN
dbopmupyetcs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KuTenbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOCHHOCTH XapaKTepa 1
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue nopoCTKU JETKOMBICIEHHO OTHOCATCS K MyOJIUKALUY JTMYHON HH(POpMAIIH B
WuTepHere, HE MOHUMAas BO3MOXKHBIX ToceAcTBUN. Thl Jaske HE CMOXKEIIb JOTaAaThCs O TOM,
yto (hoTorpadus, pasMelieHHas 5 IeT Ha3aj, cTajla IPUYUHOM 0TKa3a MPUHATH TeOs Ha paboTy.
KomMeHnTapuu, pazmenienre TBoux ¢ororpaduit u pyrue JeiMcTBUS MOTYT HE HCUE3HYThH JTaXKe
MOCJIe TOTO, KaK ThI MX yJIaluilb. Thl HE 3HACIIb, KTO COXpaHII 3Ty HHPOpMaIIKIOo, TIoNasa I
OHa B MMOMCKOBBIE CUCTEMBI 1 COXpaHUJIACh JIU OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKPY’KaIOIKe JIFOIU, KOTOPBIe HAWAYT U YBUAAT 9T0. HaliT nHpOpMAaIIOo MHOTO JIET CITYCTSI
CMOKET JIF000i1 - Kak 13 T00pbIX MOOYXACHHI, TaK U C HAMEPEHUEM MPUIUHUTD Bpea. ITO
MOJKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI IO 3aIIUTE UPPOBON permyTaliu:

1. [oxymaii, mpesxkie 4em 4To-To MyOIMKOBATh U MepeaBaTh y cedst B 6J0Te WK B COLIMATBHOM
CeTH;

2. B Hactpoiikax npo¢uiisi yCTaHOBU OTPaHUYEHUS Ha IIPOCMOTP TBOETO MPOHIIS U €ro
COJIEP’)KUMOT0, CIIENal €ro TOJIBKO "I Ipy3en";



3. He pa3memnaii u He yka3biBail HH(GOPMAIUIO, KOTOPasi MOXKET KOT0-TMO0 OCKOPOISATh HIIN
OOMXKaTh.

ABTOpCKOe NPaBo

CoBpeMeHHbIE ITKOJIFHUKY - aKTUBHBIE TT0JIh30BaTeNd U (PpoBoro nmpocrpancTea. OaHaKo
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAaHWE MHOTHMHU BO3MOXHOCTSIMH IU(PPOBOTO MUpa TpedyeT
COOI0/IeHNS ITPaB HA MHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIEKTYyallbHAsE COOCTBEHHOCTD" OTHOCHUTCS K Pa3JIM4YHBIM TBOPEHUSIM
4eJI0BEUECKOr0 yMa, Ha4MHasl C HOBBIX U300pETeHUI 1 3HaKOB, 0003HAYaIOUINX COOCTBEHHOCTh
Ha TMPOJYKTHI U YCIIYTH, U 3aKaHUYMBasi KHUraMu, GoTorpadusiMu, KHHOPHIbMAMH U
MY3bIKQJIIbHBIMU [POU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHS HAYKH,
JUTEpPaTyphl U UCKycCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B KAUE€CTBE rapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIN/TBOPUYECKHI TPy aBTOpa HEe Oy1eT HapacHbIM, JacT EMY CIIpaBeAJIUBbIE
BO3MOXHOCTH 3apaboTaTh Ha Pe3y/bTaTax CBOErO TPYAA, OJIYUYUTh U3BECTHOCTh U NMPU3HAHUE.
Hukro 6e3 pa3pernieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €T0 MPOU3BEACHUE, PACTIPOCTPAHSATH,
MyOJIMYHO IEMOHCTPUPOBATD, IPOJAAaBaTh, UMIOPTUPOBATH, IYCKATh B MPOKAT, MyOJINYHO
UCIIOJIHATH, TOKAa3bIBaTh/UCIIOIHATD B 3(upe Ui pazMeniaTtsh B MIHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 0OecTieueHUs] MOKET MPUBECTH K MHOTUM
pHUCKaM: OT MOTEPHU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBa, I'/ie
yCTaHOBJIEHA HelerajpHas nporpamma. He ctout Taxke 3a0bIBaTh, UTO CYLIECTBYIOT JIETajbHbIE
u OecriyaTHbIE TPOTPaMMBbl, KOTOPHIE MOYKHO HAlTH B CETH.

O nopraJe

CeTteBUYOK.p( - TBOM TJIaBHBIA COBETYMK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh O O€30MaCHOCTH B
CETH MOHATHBIM U JIOCTYITHBIM SI3BIKOM, a TP BOZHUKHOBEHUN KPUTUUYECKON CUTYallUH
00paTUTHCS 32 COBETOM. A TaKkKe MPUHATH y4acTHE B KOHKYpPCaxX U CTaTh CaMbIM LIU(PPOBBIM
rpaxkgaHmHom!



